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Configuring Microsoft Excel Security
Settings in DNA Developed Toolkits

Applicable to DNA Applications:
GIZ WFD Data Upload Module
UN-Habitat WaCT Toolkit DCA

World Bank PLAST Toolkit

DNA Control Levels Tool

May 12t 2025.
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In order to use DNA developed Microsoft Excel Applications it is necessary to correctly configure Microsoft Excel
security to allow the Visual Basic Application and associated macros to run. Microsoft office applications are
regularly subject to changes in the security regime making it increasingly difficult to deliver applications that

utilise the Microsoft Office Visual Basic for Applications (VBA) programming language.

Microsoft Windows — Recommended Procedure
Step 1. Ensure the Excel file is in a local folder

Make sure the Excel file containing the DNA Application is moved to a “local” folder on your computer, we do
not recommend the “My Documents” folder if it is designated as a “Trusted Location” (see page 8). If it is in
your downloads folder move it into another local folder. Do not try to open it from a network folder.

Step 2. “Unblock” the file if necessary

Recent changes to Windows and Microsoft Office security “Block” macros and VBA applications automatically
when Microsoft Office files are downloaded from the internet, or are moved/copied from a network folder, or
are moved/copied from another computer.

Right click on the file in Windows File Explorer and choose the option “Properties” in the pop-up menu.

S —

The “Properties” dialogue screen will appear: B WaCT DCA V2.1 latest 28012025.xism Properties X

At the bottom Of the pop_up dialogue yOU may see a ! General Digital Signatures ~ Security Details  Previous Versions
“Security” section with the option “Unblock”, click the box @E. WaCT_DCA_V2.1_latest 28012025 xlsm

to unblock the macros.
| Type offile: Microsoft Excel Macro-Enabled Worksheet (xlsm)

‘ Opens with I3l Excel Change
Location; C\Users\david\Desktop

Size: 4.28 MB (4,497,881 bytes)
Click the button, and save the file again and close Excel.

Size ondisk: 429 MB (4,501,504 bytes)

Created: 28 January 2025, 19:04:54

Modified 29 January 2025, 10:49:10

’ “ . ” B - .
If you don’t see the “Security” section with the Unblock Accesssd 29 January 2025, 10910

checkbox then the file has not been automatically blocked.

Aftributes [JRead-only  []Hidden Advanced
Security: This file came from another computer
and might be blocked to help protect C]Unblcck
this computer.

oK Cancel Apply

Step 3. Open the file
Open the Excel application file.

If you see a message saying the file has been opened in “PROTECTED VIEW” mode. Then the file has not been
Unblocked (See Step 2).

ﬂ AutoSave (. Off) L= & = WFDmodule2.1.xlsm - Protected View = Saved to this PC jel @ Q - [m] >
File Home Insert  Page Layout Formulas Data Review View Help
GJ PROTECTED VIEW  Be careful—files from the Internet can contain viruses. Unless you need to edit it's safer to stay in Protected View. | Enable Editing ‘ x
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If you see a message saying “Macros have been disabled”:

ﬂ AutoSave ";‘ '(5' =

File Home  Insert

WaCT_DCA_V2,1_RC_240620_Nyamiraxlsm = Saved to this PC ~

Page Layout  Formulas Data Review View Help

(1) SECURITY WARNING Macros have been disabled. | Options... |

Click the “Options...” button for more information.

If you see the Security Alert — Macros pop up window saying the
digital signature has expired then you need to request / download
the latest version.

If the spreadsheet has data in it, the data can be imported into the
new WaCT DCA.

Step 4. Configure settings in the ‘Trust Center’

o @ 9 - o x
['v_-‘ Comments

x

-

Microsoft Office Security Options ? *

@ Security Alert - Macros

Macros

Macros have been disabled, Macros might contain malware or other security
hazards. Do not enable this content unless you trust the source of this file.

Warning: The digital signature has expired.

More information

File Path: D:\Desktop\WaCT_DCA_V2.,1_RC_240620_MNyamira xlsm
Signature

Signed by: DWMStemplate
Certificate expiration: 01/01/2025
Certificate issued by: DWMStemplate

Show Signature Details

This setting is enforced by your system administrator and cannot be changed.

Cancel

Open the Trust Center

The ‘Trust Center’ settings control what content you are able to open within Microsoft Excel, for example

Macros. We recommend users change their macro settings to ‘Disable VBA macros except digitally signed

macros’ and check ‘“Trust access to the VBA project object model’. These settings ensure users are opening a

version of the toolkit that is unmodified from the official release. To change these settings, follow the steps

below:
1.1: With the DNA Application open click Excel Options P
on File in the EXCeI main menu, then :::-::L, @ Help keep your documents safe and your computer secure and healthy.
Options and click | Trust Centre | menu pats Security & more
. .. Proofing Visit Office.com to learn more about protecting your privacy and security.
option. You should see a screen similar to e resct Tt Conter
that shown on the rlght, :n::i;& Microsoft Excel Trust Center
) B The Trust Center contains security and privacy settings. These settings help keep your
Advanced computer secure. We recommend that you do not change these settings.

Customize Ribbon
Quick Access Toolbar
Add-ins

. Trust Center

1.2: Click the | Trust Center Settings..
button in the main window you should

then see the following screen:
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Select the menu option  Macro Settings.

Trusted Publishers Macro Settings

Trusted Locations

O Disable VBA macros without notification
Trusted Documents o o
O Disable VBA macros with notification
Trusted Add-in Catalogs @® Disable VBA macros except digitally signed macros

#dd-ins ) Enable VBA macros (not recommended; potentially dangerous code can run)

Acu eX Settings
[ T [C] Enable Excel 4.0 macros when YBA macros are enabled
Macro Settings

Protected View Developer Macro Settings

ey b Trust access to the VBA project object model
oxternal Content
File Block Settings

Privacy Optizns

Ensure the option “Disable VBA macros Form-ased Sgn-in
except digitally signed macros”, is selected
and tick the box “Trust access to the VBA

III

project object mode

Click button to save settings and exit
back to the Excel program. Close Excel and

re-open the workbook. ‘ o | [ cancer |

If the Trust Centre already had the correct settings, you can omit steps 5 and 6.
Step 5. Save the file

Save the file back to your local folder.

Step 6. Re-open DNA APPLICATION

Reopen the application, it may open without any error messages or may, depending on the Microsoft Office
Version installed display the “Macros have been disabled” message:

@ SECURITY WARNING Macros have been disabled. ‘ Enable Content | X

Click the “Enable Content” button.

AutoSave (@ o)

Or you may see a message

File Home Insert Draw Page Layout Formulas Data Review View Help ¥ Share 52 Comments

| ike: | X Catibri Jn WA A === General  ~| | [EConditional Formatting = | EHInsert ~ - §
- B~ e@E-9% 9 | BEformatasTable~ Fbelete ~ | [~ L~ e
. & B I U~ | b~ &0 m & Cell Styles ~ fHiFormat~ | &~
If you get the message with Cliahaaci i Sai = " b u":um:;er & Styles Cells Editing Ideas ~
t h e MO pti on SII b utto n yo u | @ SECURITY WARNING Macros have been disabled. Options... I x
M23 E e i

may be able to install the
“Digital Certificate”.

Step 7. Install the David Newby Associates ‘Digital certificate’.

A digital certificate is a security feature added to VBA projects to verify that they are safe. It is recommended
that users install the digital certificate prior to trying to run DNA APPLICATION to show that they trust it.
Although Step 2 can be completed by opening a new Excel workbook, the following steps should be done when
opening the DNA APPLICATION workbook.

Note that on your version of Microsoft Office / Excel, you may not be give the choice of installing the certificate.
If not jump to step 8.

Please follow the steps below to install the certificate.
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7.1: The dialog box that opens
shows the certificate details
that the spreadsheet model is
digitally signed with.

Click on “Show Signature
Details”

Note: from 16/03/2025 the
“DWMStemplate” signature is
replaced by a new “David
Newby Associates” signature.

7.2: A further “Digital Signature
Details” dialog opens:

Click on the View Certificate...
button:

7.3: Now click on Install
Certificate... and the next
dialogue box opens:

Microsoft Office Security Options ?

@ Security Alert - Macros

Macros

Macras have been disabled, Macros might contain viruses or other security
hazards. Do not enable this content unless you trust the source of this file.

‘Warning: Macros are disabled because the digital signature is invalid. You can
view the signature’s associated certificate data. In addition you can enable the
macros. Click the More Information link to learn more.

More information
File Path: EN\DMNA-WaCT-Mairobi (2).xlsm
Signature

Signed by: DWMStemplate
Certificate expiration: 01/01/2025
Certificate issued by: D'WMStemplate
Show Signature Details

@ Help protect me from unknown content [recommended]

Open the Trust Center Cancel
Digital Signature Details ? X

General  Advanced
—_. Digital Signature Information
A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider.

Signer information

Name: [pwmstemplate

E-mail: INot available

Signing time: INot available

View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Details
@i Certificate x

General Detals  Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DWMStemplate

Issued by: DWMStemplate

valid from 01/01/201% to 01/01/2025

Install Certificate... | | Issuer Statement
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7.4: Choose store location
“Local Machine” and click Next
button:

If storing to the “Local Machine”
is disabled, the certificate can
be stored on the “Current User”
instead, however, others users
of the PC will also have to install
the certificate if they wish to
run DNA APPLICATION.

7.5: Now we choose where to
save the certificate. Leave the
choice to Windows.

Click the “Next” button and
then click the “Finished” button
on the next popup.

7.6: You will get a confirmation.
Click OK.

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept,

Store Location
(0 current User
@ Local Maching

To continue, dick Next.

[Otier | Conce

€ 2* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store
Certificate store:

I

 Cancel

Certificate Import Wizard X

o The import was successful,
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Microsoft Office Security Options ? *
7.7: Select the option “Trust all W Security Alert - Macros
documents from this publisher” Macros A
Macros have been disabled, Macros might contain viruses or other security
a nd CIiCk O K . hazards. Do not enable this content unless you trust the source of this file,
Warning: Macros are the digital si is invalid. You can
view the signature’'s associated certificate data. In addition you can enable the
Close Excel and reopen the DNA macros. Click the More Information link to learn more.
More information
AP P LI CATI o N S p rea ds heet File Path: EADMA-WaCT-MNairobi (2).xlsm
application and the system Signature
Signed by: DWMStemplate
Sh0u|d be fu”y fu nctional, Certificate expiration: 01/01/2025

Certificate issued by: DWMStemplate
Show Signature Details

O Help protect me from unk content (rec ded)

O Enable content for this session

@ Trust all documents from this publisher

Open the Trust Center OK I | Cancel

Step 8. Save, close, and then re-open DNA APPLICATION

The file should open without any further warning messages, however, if the VBA application was not digitally
signed, the application may fail with the following message:

Microsoft Excel X

A Because of your security settings, macros have been disabled. To run macros, you need to reopen this workbook, and then choose to enable macros. For more information about enabling macros, click Help.

In which case you need to check to see if the VBA application has been digitally signed.

Press the + keyboard keys simultaneously to open the VBA Developer window, and choose the menu
option “Tools”, “Digital Signature...”:

E Microsoft Visual Basic for Applications

Efile Edit View [Insert Format Debug Run | Jools | Add-lns  Window Help

By @l

o

~H ¥ B E B References..

Additional Controls...

=l=] | Macros...
-8 VBAProject (WFDmd Optiens...
VBAProject Properties...

Digital Signature...

Alphabetic  Categorized

A pop up window will appear showing the details of the digital signature if one has been added:
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Digital Signature ?

The VBA project is currently signed as

Certificate name: David Mewby Associate;

<< Application has signature

Digital Signature ? X

The VBA project is currently signed as

Certificate name: [MNo certificate]

Sign as Sign as
Certificate name: David Newby Associates App“cation has no Signature >> Certificate name: [Mo certificate]
Remove Choose... Remove Choose...
OK Cancel OK

If the popup indicates that the VBA project is not currently signed it should not be “Trusted”.

If the application has no signature, it may be because it has been opened and saved on an Apple Mac machine,
which automatically removes the signature.

If you are opening the application on a machine running Windows, then we strongly recommend obtaining a
new copy of the application. In the case of the UN Habitat WaCT DCA you will be able to import the data from
the spreadsheet without signature to the new DCA (which should have a signature).

If the application has a digital signature, the certificate details can be checked by clicking on the “Detail...”
button, a pop-up window will show the basic certificate information:

5 Certificate * | Check that the certificate is current, the general information tab indicates

General Details Certification Path

the dates that it is valid from and to.

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures software came from software publisher
= Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to: David Newby Associates

Issued by: Verokey Secure Code

Valid from 26/03/2025 to 25/03/2027

Issuer Statement

Other Microsoft Excel / Windows security features - Trusted locations

Microsoft Excel security features to prevent malicious use of macros have been frequently updated, keeping up
with these can be problematic for developers of bona-fide Excel applications that rely on Microsoft’s Visual
Basic for Applications (VBA). It is strongly recommended that the digital certificate is installed if possible.

If it is not possible to install the digital certificate, and the application IS digitally signed, and the certificate is
within its valid date range, then one of the following actions may enable the application to run, however this is
at the user’s own risk.

It may be possible to use the “trusted locations” feature which can prevent even digitally signed macros, with
certificate installed, from running if the file is opened from the “Downloads” folder or a shared network location
(e.g. OneDrive). If this is the case, users are likely to see a standard excel workbook with the DNA APPLICATION
‘About’ sheet displayed. The best way to correct this is to download the spreadsheet, open it, save it to “My
Documents”, close it and then re-open it. This usually (BUT NOT ALWAYS) satisfies the “trusted location”
security check.
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Alternatively, a folder can be set as a trusted location by going to the ‘Trust Center’ (see step 2 above), clicking
‘Trusted Locations’, then “Add new location...” and selecting the folder in which DNA APPLICATION is saved. We
do not recommend that shared locations (e.g., OneDrive) are set as trusted locations. If you wish to use the
trusted location feature we recommend creating a new folder in the “My Documents” folder on your computer,

for example named “Trusted Documents” and making that new folder a trusted location.

Trusted Publishers

Trusted Locations

Add-ins

ActiveX Settings
Macro Settings
Protected View
Message Bar
External Content
File Block Settings

Privacy Options

Trusted Documents

Trusted Add-in Catalogs

Form-based Sign-in

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make

sure that the new location is secure.

Path

Description

User Locations

D:\Documents),

Ch\Users\VR\AppData\Roaming\Microsoft\Te
C:\Program Files (x86)\Microsoft Office\Root\,
Ch\Users\VR\AppData\Roaming\Microsoft\Ex
C:\Program Files (x86)\Microsoft Office\Root\,
C\Program Files (x86)\Microsoft Office\Root!,
C:\Program Files (x86)\Microsoft Office\Root\,

Policy Locations

Excel default location: User Templates
Excel default location: Excel StartUp
Excel default location: User StartUp

Excel default location: Application Templates

Excel default location: Office StartUp
Excel default location: Add-ins

Path: D:A\Documents',
Description:

Date Modified: 15/02/2023 15:12
Sub Folders: Disallowed

O Allow Trusted Locations on my network (not recommended)

O Disable all Trusted Locations

‘ | Add new location... |)Bemove | | Modify...

The DNA Application
could be copied to
that folder and run
from there.

Warning — Making a
folder a “trusted
location” can enable
any office
application with
macros to run,
including files with
malicious content.
Do not copy office
documents to a
“trusted location”
unless you are sure
they are safe.

If taking this approach, we suggest checking the application still has its digital signature (see page 7).

MacOS

Unfortunately, DNA Applications that rely on Microsoft .NET libraries will not work correctly on MacOS. Please
run DNA APPLICATION on a Microsoft Windows PC.

The WaCT DCA is partially functional on a Mac but data upload to the Data Portal will not succeed.
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